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Ohio Board of Regents
	SYSTEM/APPLICATION SUPPORT



Purpose: The purpose of the System/Application Support checklist is to ensure that all necessary system/application support processes, procedures, and materials are defined and documented. The Project Manager, Development Lead and Development Team, working with the Support Services representative, should use the System/Application Support checklist in planning for transition and long-term support of the software application/system.
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	System/Application Support Checklist

	tSupport Planning Activities
	Completed
	Comments

	1. Update the Support Expectations document and communicate support expectations to the Support Services representative?
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	<Comments – Use this space to provide comments, document and explain actions, record dates, assign responsibilities, etc.>

	2. Transfer all applicable system diagrams (e.g., data flow, entity relationship, and/or UML diagrams, flow charts, etc.) to the Support Services representative? 
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	<Comments>

	3. Review with the Support Services representative, all system documents and other supporting materials. Ensure that the Support Services representative adequately understands:

· The technical background of the system,

· System/application interfaces with other systems, and

· Flow of data through the system/application inputs and outputs.
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	<Comments>

	4. Prepare general troubleshooting guidelines for the system/application and provide these guidelines to the Support Services representative? 

· The general troubleshooting guidelines should include: 

· A series of step-by-step solutions for resolving common support incidents that may be reported against the system/application, and 

· All error messages generated by the system/application along with resolution steps for the error messages. 
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	<Comments>

	5. Conduct a Point-of-Failure Analysis of system/application. Prepare a document to summarize the Point-of-Failure Analysis which should include:
· Known or likely Points-of-Failure throughout a system/application’s data flow where failure is possible, 

· Identification of the intervals during which a system/application is at risk of failure, and 

· A resolution strategy for each of the identified failure points.
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	<Comments>

	6. Develop and document system/application rollback or fail-over/recovery procedures. Review the procedures with the Support Services representative.
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	<Comments>

	7. Develop support escalation procedures. Document the support escalation procedures in the standard format for inclusion in the Support Procedures Database? 
· The support escalation procedures should include the following:

· Definitive points at which Support Services should begin escalating a support incident. (For example, the procedure may specify that Support Services spend no more than 30 minutes researching a support incident before escalating the issue to a non-Support resource),

· Identification of the individuals or groups, Support Services should contact when support incidents require escalation, and 

· Contact information for the escalation individuals or groups (i.e., telephone numbers, pagers, etc. Contact information should also address both standard office hours and after hours, and how long to wait before proceeding to the next contact).
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	<Comments>

	8. Review the support escalation procedures with appropriate Support Services management and obtain approval for procedures.
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	<Comments>

	9. Document any alarming or alerting features, and provide the document to the Support Services representative. The document should include the following: 

· Clear identification of the process and the system creating the alarm,

· Unique character descriptions of the alarm (typically, within the first few characters of the text message),

· Date and time stamping,

· Classification of the severity of the alarm/alert (i.e., “red” alarm – requires immediate intervention, “yellow” alarm – warning; “green” - informational),

· Narrative explanation of the alarm message (who to contact, what to do, etc.),

· Paging Requirements (i.e., who gets paged on which alerts), and

· Inclusion of the alarms into a database, which can be used for metrics and root-cause analysis.
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