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Test Types Matrix Guideline

Purpose: The purpose of this guideline is to define the test types that are available for use, the objectives behind using them, and explanation of how they are used. Test types are part of the process that help to ensure all software created for the project functions and performs in production as required/designed.
	Test Type
	Test Objectives
	Testing Use

	

	Development Testing

	Unit Test
	· Determining the changes to the application meet the requirements

· Determining that there are no high level errors in the application
	Unit testing should be done prior to releasing code to Quality Control, for efficiency and expedition of test script execution.

	

	Application Testing

	Smoke Test
	· Determining the software application system is minimally stable

· Determining that all screens, buttons and objects display

· Sanity checks on production environment for system critical processes.
	Smoke testing should be conducted whenever there is a new build to any environment. 

	Functional Requirements 
	· User requirements are implemented.

· Correctness is maintained over extended processing periods.

· Application processing complies with the organization’s policies and procedures.

· Secondary user needs have been included.
	Every application should be requirements tested. The process should begin in the requirements phase, and continue through every phase of the life cycle into operations and maintenance.  It is not a question as to whether requirements must be tested, but rather, the extent and methods used in requirements testing.

	Error Handling

(Negative functional testing)
	· Determining that all reasonably expected error conditions are recognizable by the application system.

· Determining that the accountability for processing errors has been assigned and that the procedures provide a high probability that the error will be properly corrected.

· Determining that reasonable control is maintained over errors during the correction process
	Error testing should occur throughout the system development lifecycle. At all points in the development process the impact from errors should be identified and appropriate action taken to reduce those errors to an acceptable level.

	Control

(Full Cycle Testing and Data Validation)
	· Accurate and complete data.

· Authorized transactions.

· Maintenance of an adequate audit trail of information.

· Efficient, effective, and economical process.

· Process meeting the needs of the user.
	Control testing should be an integral part of system testing. Controls must be viewed as a system within a system

	Security


	· Determining that adequate attention has been devoted to identifying security risks.

· Determining that a realistic definition and enforcement of access to the system has been implemented.

· Determining that sufficient expertise exists to perform security testing.

· Conducting reasonable tests to ensure that the implemented security measures function properly.
	Security testing should be used when the information and/or assets protected by the application system are on significant value to the organization.

	Parallel

(Regression Testing and Defect Management)
	· Operating a new and old version of an application/ system to determine that both systems are working with the changes.

· Running the old version of the application system to ensure that the operational status of the old system has been maintained in the event that problems are encountered in the new application.
	Parallel testing should be used when there is uncertainty regarding the correctness of processing of the new application, and the old and new versions of the application are similar.

	Inter-systems

(Full Cycle Test and Data Validation Testing)
	· Determining that the proper parameters and data are correctly passed between applications.

· Ensuring that proper coordination and timing of functions exists between the application systems.

· Determining that the documentation for the involved systems is accurate and complete.
	Intersystem testing should be conducted whenever there is a change in parameters between application systems.

	Regression
	· Determining whether systems documentation remains current.

· Determining that system test data and test conditions remain current.

· Determining that previously tested system functions perform properly after changes are introduced into the application system
	Regression testing should be used when there is a high risk that new changes may affect unchanged areas of the application system.

	System Testing

	Stress
(Both Client and Server)
	· Normal or above-normal volumes of transactions can be processed through the transaction within the expected time frame.

· The application system is structurally able to process large volumes of data.

· System capacity, including communication lines, has sufficient resources available to meet expected turnaround times.

· Users can perform their assigned tasks and maintain the desired turnaround time.
	Stress testing should be used when there is uncertainty regarding the volume of work the application system can handle without failing. Stress testing attempts to break the system by overloading it with a large volume of transactions. Stress testing is most common with on-line applications because it is difficult to simulate heavy-volume transactions using the other testing techniques. The disadvantage to stress testing is the amount of time it takes to prepare for the test plus the amount of resources consumed during the actual execution of the test. These costs need to be weighed against the risk of not identifying volume-related failures until the application is placed into an operational mode.

	Performance
(Both Client and Server)
	· Determining the performance of the system structure

· Verifying the optimum use of hardware and software

· Determining response time to on-line use requests

· Determining transaction processing turnaround time
	Performance testing should be used early in the development process. While there is value in knowing that the completed application does not meet performance criteria, if that assessment is not known until the system is operational, it may be too late or too costly to make the necessary modifications. Therefore, performance testing should be used at that point in time when the results can be used to affect or change the system structure.


	Deployment Testing

	Operations


	· Determining the completeness of computer operator documentation.

· Ensuring that the necessary support mechanisms have been prepared and function properly.

· Evaluating the completeness of operator training.

· Testing to ensure that operators using prepared documentation can, in fact, operate the system.
	Operations testing should occur prior to placing any application into production status. If the application is to be tested in a production-type setting, operations testing can piggyback that process at a very minimal cost. It is as important to identify an operations flaw as it is to identify an application flaw prior to placing the application into production.

	User Acceptance Testing
	· Performing actual business case scenarios to see if the application can handle normal, end-to-end, business transactions. 
· Evaluating all requirements based changes from an end- user perspective
	Internal users usually do user Acceptance first, then by a select group of external users. A normal business case scenario would involve multiple components of a system.

	Installation Test
	· Performing online client front-end testing.  
· Evaluating user interface changes, as opposed to system processing changes.  
· Determining and evaluating end-to-end problems with the software not found during in-house testing. 

· All defects encountered by the beta user are logged by the maker of the application and evaluated prior to general release.
	Installation testing occurs when there have not been any system processing changing, only front-end, user interface changes. This step helps development to understand if the interface changes are interacting properly with the user.
When the application is distributed to multiple end users, one or more end users may be selected (or volunteer) as a beta tester / user and receive the application after all in-house testing but before full distribution. The beta user is normally compensated for their participation financially by paying less for the application.

	Alpha/Beta Pre-General Release
	· Performing a software test to determine software readiness
	Alpha/Beta testing occurs to ascertain where “bugs’ exist in software to remove defects before production release.


	Verification Testing

	Error Recovery
	· Adequate backup data is preserved.

· Backup data is stored in a secure location.

· Recovery procedures are documented.

· Recovery personnel have been assigned and trained.

· Recovery tools have been developed and are available.
	Recovery testing should be performed whenever the user of the application states that the continuity of operation of the application is essential to the proper functioning of the user area. The user should estimate the potential loss associated with inability to recover operations over various time spans. The amount of potential loss should determine both the amounts of resources to be put into disaster planning as well as recovery testing.

	Compliance (Audit, Script Review)
	· Determining that systems development and maintenance methodologies are followed.

· Ensuring compliance to departmental standards, procedures, and guidelines.

· Evaluating the completeness of application system documentation
	Compliance testing requires that the prepared document/program be compared to the standards for that particular program/document. A colleague would be the most appropriate person to do this comparison. The most effective method for compliance testing is the inspection process.

	Manual Support


	· Verifying that the manual-support procedures are documented and complete

· Determining that manual-support responsibility has been assigned.

· Determining that the manual-support people are adequately trained.

· Determining that the manual support and the automated segment are properly interfaced.
	Verification that the manual systems function properly should be conducted throughout the systems development life cycle. This aspect of system testing should not be left to latter phase of the life cycle.
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