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Ohio Board of Regents
	INSTALLATION TEST



Purpose: The purpose of the Installation Test is to formally verify and document that the procedures that place the software in production are correct, and that the users will be able to execute the software application/system successfully. Three major tasks are included as part of installation testing. These include testing the installation procedures, monitoring the results of the software application/system in a pre-production (or production) environment, and documenting any problems.
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Installation Testing 

Installation testing relates to placing a completed and tested software application/system into production, not to satisfying user requirements. Installation testing varies with the type of installation.

For new software applications/systems the installation testing should address a number of different areas. Use the following table to document results for new software applications/systems. (For installation of a change see the table in a latter part of this document.)

	New Software Application/System Installation

	ID
	Test Criteria
	Recommended Test
	Yes
	No
	N/A
	Comments

	1
	Installation Accuracy and Completion Verification. (Reliability)
	Examine the completeness of the installation and the integrity of the data before, during, and after the installation. 

Is the installation accurate and complete?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	<Comments>

	2
	Unauthorized Data Changes (Authorization)
	Compare old and new versions of data files after installation. 

Have there been any changes to data during installation?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	3
	Production File Integrity
	Examine the production files for integrity (with support from the users). 

Are the production files’ integrity verifiable?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	4
	Audit Trail
	Examine the documented audit trail. 

Are there records of the installation process?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	5
	Original System Integrity (Continuity)
	Verify the integrity of the original system after installation. 

Is the original system still functional and accurate after the installation?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	6
	Installation Recovery (Service Level)
	Verify that it is possible to revert to the old system if the installation fails.

Is the installation recoverable?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	7
	Installation Access Control (Security)
	Verify that there are appropriate procedures to ensure integrity during installation.

Have appropriate procedures been implemented to reduce the risk of security and access control issues?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	8
	Installation Standards
	Examine installation standards, policies, procedures, and guidelines. 

Does the installation follow standards, policies, procedures, and guidelines associated with the business/functional area and/or systems?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	9
	Proper Movement of Programs and Dates
	Examine documentation to ensure that all programs have been installed from the test environment to the pre-production environment. Examine the operational dates for the programs.

Have all programs been transferred and the effective operational dates been assigned to the pre-production environment?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	10
	Instructions, training, and training materials.
	Verify that instructions, user guides, training, and training materials have been distributed to the operational staff.

Has the operational staff been trained and/or received appropriate instructions, guides, and training materials?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	11
	Software Application/ System Documentation
	Examine the system documentation. Assess its value related to maintaining the software application/system.

Is the software application/system documentation complete, and does it reasonably satisfy the intent of the documentation guidelines?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	12
	Portability Documentation
	Examine the documentation required to move the software application/system from one operating environment to another.

Is the documentation complete for moving the software application/system from one operating environment to another?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	13
	Interface Coordination
	Examine all interfaces between the new software application/system and any other legacy systems or applications.

Have all the appropriate staff, who maintain the other applications/legacy systems, been notified of the installation?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	14 
	Installation Staffing and Budget
	Assess the installation, the number and experience of the staff. Assess the budget required for supporting the installation.

Is the staff level and budget adequate as an estimate for future installations? If not, provide additional details.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	15
	Operational Documentation
	Examine the operational documents.

Has the operation staff been given appropriate operational documentation that will be required when the system/applications becomes operational?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	


For installing a changed application/system the installation testing should address a number of different areas. Use the following table to document results for new the changed application/system.

	Changed Software Application/System Installation

	Test Criteria
	Recommended Test
	Yes
	No
	N/A
	Comments

	Restart/Recovery Plan
	Examine the restart/recovery plan and the changed software/application. Consider the impact of recovery from any new functionality, utility programs, operating conditions, changed programs, etc.

Is the restart/recovery plan still effective for the system? If not document the necessary changes that must be made.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Correct Change 
	Verify that the correct change has been entered into production.

Is there documentation that defines the change, effective date, and change procedures?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Formal Notification
	Verify that all applicable staff has been formally notified of the change.

Has all applicable staff been notified of the change?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Unwanted Versions Deleted
	If applicable, verify that all old versions have been deleted?

Have all old/unwanted versions been deleted?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	


Monitoring Production

Monitoring a new or changed software application/system after installation is important to identify any problems. A formal process for monitoring the new or changed system is recommended. This includes identifying areas for potential problems, identifying the impact of the problem, and defining any actions required to correct the problem. Information provided in the System Application Support Document may serve as a starting point for identifying potential problem areas. Additional information should be developed prior to installation and as part of the installation test. Use the following table to document potential problems that may be detected during monitoring production.

	Monitoring Production

	Area Potential Impacted
	Probable Impact
	Required Actions
	Comments

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Problem Document

The purpose of this form is to formally document problems that have been detected during the monitoring period. The individual monitoring the process should document both the problem and assess the associated risk.

	Software Application/System Problems

	ID
	Date/ Time
	Problem Description
	Area of Application Affected
	Impact 
	Recommendation
	Initials
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